Reliable information security mechanisms are required in the today"s era of cyber theft. Traditional Cryptography is a powerful mechanism to achieve information security. Current cryptographic algorithms (e.g., Advanced Encryption Standard (AES), Data Encryption Standard (DES), RSA) have a very high proven security but they suffer from the key management problem. Human identification is also a challenging field. That is why if we can make a blend of cryptography and biometric then it becomes a upcoming security tool. Using unique biometric identity of a person the keys for cryptosystem can be made secure. Iris is one of the proven and accurate means to identify person and it does not change throughout life of a person. This paper presents a biometric solution to cryptographic key management problem using iris based fuzzy vault.
INTRODUCTION
In cryptography keys are very important; as if keys are lost the reliability of the algorithm is lost. All cryptographic algorithms require that the keys must be securely stored and reasonably long. Though biometric authentication can be used to ensure that only the legitimate user has access to the secret keys, a biometric system itself is vulnerable to a number of threats. Traditional cryptography does not allow fuzziness whereas when biometric is included in the security system it is required that fuzziness should be allowed by the system. Fuzziness means while encrypting or decrypting system should allow a key to be released using a nearer biometric feature extraction. A intermingle of these two techniques can produce a high level security system. This system can be called as a biocrypto system or Fuzzy vault [4] .
There are different ways to achieve the bio crypto system [12] , Biometric based key release -keys are secured using system, this system let the user to use traditional key system. If biometric match is successful then the keys are released.
Biometric key generation -in this system the biometric template is stored and features are extracted and used as cryptographic key.
The later sections of the paper are as follows: section II describes related work done by different scholars, section III describes the proposed method with its block diagram, section IV describes the future of fuzzy vault and section V concludes the paper.
RELATED WORK
A number of research works have been reported toward effective combination of biometrics with cryptography. Bodo [1] first proposed to use the data derived from the biometrics templates as the cryptographic key directly in his German patent. Juels and Wattenberg [2] proposed a fuzzy commitment scheme to combine CRC of Polynomial and Key. Error correction coding methods are used to tolerate variations of biometrics features. Juels and Sudan [4] [8] introduced the basic fuzzy vault scheme. This scheme is based on the difficulty of polynomial reconstruction problem. During enrollment, a user selects a polynomial and encodes his cryptographic key into the polynomial's coefficients. The encoding of key can be achieved by dividing key into non-overlapping chunks and mapping to the coefficients. This system can compensate for intraclass variations in the biometric data. It is based on fingerprint minutiae extraction.
Chang et al [6] introduced a method to map the extracted face features to bits, and the bit stream is used as the cryptographic key. A major problem with their methods Generation is that the biometrics data is usually subject to drastic variation, and in general can not produce exactly the same key. Karthik Nandakumar, A.K.Jain [7] [9] [10] had worked a lot on the fingerprint based fuzzy vault. They implemented the system in encoding and decoding phase with CRC calculation, polynomial projection and adding noise to the system. Later they extracted helper data from the biometric and used it in decoding of fuzzy vault. They also proved that the fuzzy vault can be used in biometric template protection. They also have suggested that multiple fingerprints from same finger and multiple biometrics could be used for the greater security of fuzzy vault. E.S.Reddy and I.R.Babu [12] [13] have worked on iris based fuzzy vault. In the system, they carry on work using iris data as password. This is not secure as it may contain much information about the template and expose it. They suggested the steps like iris localization, normalization, generation of secret key using iris data, then extracting locking elements and gerating fuuzy vault. Black and white images are used to carry out the work. It is totally minutiae based system. Implementation of fuzzy vault is carried out in three stages a. Transformation b. Encoding and finally c. Decoding.
In general the security of the fuzzy vault scheme lies in difficulty of polynomial reconstruction. Even though the biometric is compromised (the most dangerous situation) then also one could not get the secret code easily. As it will require sufficiently large time and expenditure required will be huge. Due this time and cost constraints "Fuzzy Vault" is almost unbreakable.
The later sections of this paper presents a biometric cryptosystem construct called "fuzzy vault" which is based on iris and which was originally proposed by Juels and Sudan [4] in "A fuzzy vault scheme," in 2002 for fingerprints. This paper aims to show how biometric cryptosystem is used for providing authentication and in turn security to cryptographic keys.
PROPOSED METHOD
Proposed method that is iris based fuzzy vault involves two phases 1. Iris Feature extraction and 2. Fuzzy Vault construction (encoding and decoding). In our system it is allowed to use user defined 16 character long secret key. CRC is also used to decode the vault correctly. Iris once taken need not be normalized. We avoid it as translation and rotation may cause error. Statistical feature analysis is used to extract locking and unlocking elements.
Implementation
This section illustrates implementation of iris based fuzzy vault. Fig. 1 depicts diagrammatic representation of overall fuzzy vault scheme. For the implementation of the system few steps we have to carry. First eye image is preprocessed to get iris image. A set biometric future is first extracted from iris and analyzed on the ground of statistical analysis. Thus we obtain locking/unlocking units which are used to create vault. Thus normal iris template is not stored anywhere but in the transformed form (vault) it gets stored. Encoding includes CRC calculation, polynomial projection, chaff point generation (noise) and vault generation. Unlocking units are taken out from iris as same as the locking units. Decoding includes genuine point identification, Lagrange interpolation and CRC decoding.
Iris preprocessing
First eye image is taken and from the eye image iris image is taken out. Using canny edge detection iris from eye and pupil from iris is separated. Radius for iris is assumed to be between 60 -100 pixels and 12 -30 pixels for pupil. This radius is calculated manually. It is always assumed that the center of iris and pupil is same but sometimes it is found that the center is shifted by 2-4 pixels. Once you are able to get the iris image separated then proceed towards iris feature extraction. Figure 2 illustrates the extraction of iris from the eye image. 
Iris feature extraction
It has been proven that the statistical data about iris can be used for iris recognition system [14] . That is why in our system statistical analysis of iris data is done first. On the iris image the circles are marked at the distance of 5 pixels each as shown in fig. 3 . For every circle marked the above mentioned definitions are calculated. 
Design issues:
The parameters used in the implementation of fuzzy vault are g, c, and d. Following table 1 shows the meaning and requirement of the parameters. 
CONCLUSION
Fuzzy vault is one of the most comprehensive mechanisms for secure biometric authentication and cryptographic key protection. We have discussed a fully automatic and practical fuzzy vault system based on iris that can easily secure secrets such as 128-b AES encryption/decryption keys. In this paper we have elaborated the fuzzy vault based on statistical analysis of color iris. From the ring wise statistical analysis of iris it becomes easy to capture locking and unlocking elements. Also it improves the FAR of system. However the proposed method can be used for other biometric also. The performance of the fuzzy vault can be further improved by using multiple biometric sources, such as multiple modalities (e.g., iris and face, iris and fingerprint).
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